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Instructions:  If this research project requires the use of de-identified information, complete this form and submit it with your research application.  This form is used to certify that the researcher has not requested and will not receive Protected Health Information (PHI) for this study.  
Do not use this form if a Waiver of HIPAA Authorization Request or HIPAA Authorization will be obtained.
1.  Protocol Information
	Carle IRB No:       

	Project Title:       
	Date:       

	Principal Investigator:       

	Investigator’s organizational affiliation* for the purpose of this project (list only one):      

	E-mail:      
	Phone:       

	Name of person doing the de-identification:       

	The institutional affiliation* (if any) of the person doing the de-identification (list only one):       


*Affiliation means the person is employed by or a member of the workforce of that organization.
2.  Source of Information 
Protected health information (PHI) is being sought from (check all that apply):
 FORMCHECKBOX 

Carle Foundation Hospital (CFH) Electronic Medical Records

 FORMCHECKBOX 

Carle Clinic Association (CCA) Electronic Medical Records

 FORMCHECKBOX 

CCA/CFH Hybrid Records (example:  hard copy medical records that are shared by both institutions)

 FORMCHECKBOX 

Carle Foundation affiliates as follows: [insert names of all Carle Foundation affiliates from which information is being requested]      
 FORMCHECKBOX 

Other – describe:       
Note: If the person doing the de-identification is not employed by or part of the workforce of the covered entity from which the information is sought, then a Business Associate Agreement must be submitted with this form via IRBNet.
3.  De-identification Certification 
De-identified Information is health information that does not identify an individual and for which there is no reasonable basis to believe that the information can be used to identify an individual.  The HIPAA Privacy Rule lists 18 specific identifiers of the individual or of relatives, employers, or household members of the individual (also listed below) that must be removed from the data in order for the covered entity to classify the data as de-identified. 
HIPAA Identifiers: If any of the identifiers listed below are included in the data that you will be using for your research study, your study data does not meet the standard for de-identified data.
· Names (individual, employer, relatives, etc.)

· All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census, the geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and the initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.

· All elements of dates (except for years) directly related to an individual, including but not limited to: 
· Birth Date 
· Date of Health Care Service (admission, discharge, office visit, etc.)

· Date of Death
· All ages over 89 and all elements of dates indicative of such age (except that such age and elements may be aggregated into a category “Age>90”)
· Telephone numbers

· Fax numbers

· E-mail addresses
· Social Security numbers

· Medical record numbers
· Health plan beneficiary numbers
· Account numbers
· Certificate/license numbers
· Vehicle identifiers and serial numbers (e.g. VINs, license plate numbers)
· Device identifiers and serial numbers
· Web Universal Resource Locators (URLs);

· Internet Protocol (IP) address numbers;

· Biometric identifiers (e.g. finger or voice prints or full face photographic images)
· Full face photographic images and any comparable images; and
· Any other unique identifying number, characteristic, or code, except a code that meets the standards under re-identification listed below.
In addition to meeting the standard for de-identified data there must be no actual knowledge that the information could be used alone or in combination with other information to identify the individual.
The following identifiers can be included in the data set: initial three digits of the zip code (if according to the current publicly available data from the Bureau of the Census, the geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and the initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000); age if less than 90 and age over 89 if aggregated to a single category of “Age>90”, gender, and ethnicity.  

Re-identification:  
The Privacy Rule

 permits a covered entity to assign and retain a code or other means of record identification to allow the re-identification of PHI by the covered entity.  The code or other means of record identification cannot be derived from or related to the information about the subject and is not otherwise capable of being translated so as to identify the individual.  For example, a covered entity could not use a code for re-identification that included the subject’s initials and last four digits of his or her Social Security number, because the code is derived from information about the subject.  The covered entity may not use or disclose the code or other means of record identification for any other purpose, and may not disclose the mechanism for re-identification.  You may not access or retain the re-identification code (in circumstances where you perform the de-identification) or the information will not be considered de-identified.
Assurance:

By submitting this form, I assure that I am aware of the legal, regulatory and ethical requirements to protect human subjects, including, without limitation, protection of their personal privacy and the privacy of all information identifying and/or relating to them, and I agree to comply with all such human subject protections. 
	Check all appropriate certifications below:

	 FORMCHECKBOX 
  I, the PI, am part of the workforce of the Covered Entity from which the de-identified data has been requested, and

	1.   FORMCHECKBOX 

The Covered Entity has de-identified the data and provided access to a de-identified data set to me.  I certify that the health information to be received or reviewed by research personnel for the research project referenced above does not include any of the 18 identifiers listed above, and I have no actual knowledge that the information could be used alone or in combination with other information to identify the individual.
2.   FORMCHECKBOX 

I have de-identified the data as required under 45 C.F.R. § 164.514 in my role as a member of the workforce of the Covered Entity. I certify that I have removed all of the 18 identifiers listed above from the data set to which research personnel for the research project referenced above have access to, and I have no actual knowledge that the information could be used alone or in combination with other information to identify the individual.  I have retained none of the 18 identifiers and do not possess the re-identification code, if any.
3.   FORMCHECKBOX 

The data will be de-identified by someone who is not employed by or part of the workforce of the Covered Entity from which the de-identified data has been requested pursuant to the terms of the attached Business Associate Agreement with the Covered Entity. I certify that the health information to be received or reviewed by research personnel for the research project referenced above does not include any of the 18 identifiers listed above, and I have no actual knowledge that the information could be used alone or in combination with other information to identify the individual.


	 FORMCHECKBOX 
  I, the PI, am NOT part of the workforce of the Covered Entity from which the de-identified data has been requested, and

	4.   FORMCHECKBOX 

I have de-identified the data as required under 45 C.F.R. § 164.514 pursuant to the terms of the attached Business Associate Agreement with the Covered Entity.  I certify that I have removed all of the 18 identifiers listed above from the data set to which research personnel for the research project referenced above have access to, and I have no actual knowledge that the information could be used alone or in combination with other information to identify the individual.  I have retained none of the 18 identifiers and do not possess the re-identification code, if any.

5.   FORMCHECKBOX 

The Covered Entity has de-identified the data and provided access to a de-identified data.  I certify that the health information to be received or reviewed by research personnel for the research project referenced above does not include any of the 18 identifiers listed above, and I have no actual knowledge that the information could be used alone or in combination with other information to identify the individual.
6.   FORMCHECKBOX 

The data will be de-identified by someone who is not employed by or part of the workforce of the Covered Entity from which the de-identified data has been requested pursuant to the terms of the attached Business Associate Agreement with the Covered Entity.  I certify that the health information to be received or reviewed by research personnel for the research project referenced above does not include any of the 18 identifiers listed above, and I have no actual knowledge that the information could be used alone or in combination with other information to identify the individual.



JOB AID:  Visual representation of Certifications 1-6 above:
	
	CE de-identifies
	PI de-identifies
	Someone not related to CE de-identifies

	PI is employed by CE
	1
	2
	3, use BAA

	PI is not employed by CE
	5
	4, use BAA
	6, use BAA


Definitions: CE = Covered Entity holding the data, Employed = employed by or a member of the workforce of the Covered Entity, BAA = Business Associate Agreement
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